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Abstract: The study aimed to define the
concept of data hiding (steganography),
which refers to hiding confidential
information in other sources such as text,
video, audio, image, etc.

In image steganography, the "cover image"
is used as a carrier where the "secret
message" is hidden, and the resulting image
after concealment is known as the "Stego
Image".

The work was based on the Enhanced Least
Significant Bit technology (Improved LSB)
by including information within the RGB
color image in a way that does not affect the
quality of the image after masking while
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providing more space to hide confidential
data.

Masking process is done in two ways by
using the same algorithm, the first one is in
order (2:2:4) and the second one in order
(2:3:3). In the first order, 2 bits of
confidential data are stored in the least
important part of the red color channel R
(the most important byte), 2 bits of
confidential data in the least important part
of the green color channel G, and finally 4
bits of confidential data in the least
important part of the blue color channel B.
In the second order, 3 bits are hidden in each
of the green and blue channels; either the
red color channel is 2 bits hidden.

This order of insertion was chosen
depending on the color theory that says red
and green are equivalently sensitive to
human eye and are more sensitive as
compared to blue. The proposed method
successfully and easily retrieved data from
the carrier image without losing it, as well
as completing this retrieval process without
restoring the original image or using a
hiding table.

In this work, the MATLAB environment
used to design a program for data masking
and extraction, and then compare the results
of two ways by measuring image quality,
signal-to-noise ratio (PSNR) and square
error (MSE) as well as a measure of bit error
rate (BER). The image histograms also
show the difference in the color distribution
of the original image and the resulting
image.

Keywords: Steganography, Cover Image,
Secret message, Improved LSB, PSNR, MSE,
BER.
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