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ABSTRACT 

The growing demand for intelligent and context-aware Internet of Things (IoT) systems has spurred the 
advancement of machine learning (ML) solutions for real-time localization. The deployment of ML 
models on distributed and resource-constrained edge devices offers substantial opportunities while 
posing unique challenges. This paper presents a structured and comparative review of strategies for 
adapting and designing ML models for deployment on embedded hardware with limited resources. We 
emphasize Tiny Machine Learning (TinyML), a paradigm that facilitates ultra-low-power ML execution 
on microcontrollers and sensors, and explore its synergy with Federated Learning (FL), which enables 
collaborative model training across devices without centralizing sensitive data. We examine training 
strategies, deployment workflows from cloud to edge, model optimization techniques, and key 
applications of TinyML and FL in localization. Benefits such as real-time processing, privacy 
preservation, and energy efficiency are analysed, along with challenges including computational 
constraints, interoperability, and security vulnerabilities. The article concludes by identifying research 
gaps and outlining future directions for integrating TinyML and FL in large-scale localization systems. 
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ماكن مراجعة شاملة للتعلّم الاتحادي والتعلّم الآلي المصغّر لأغراض تحديد الا  
 أكبويوتو سيموراي2،1،  محمد سالم المصراتي3،1

 1كلية التقنية والابتكار، جامعة فازا، فنلندا
 2شركة ون ناف العالمية، تامبري ، فنلندا  

3الهيئة الليبية للبحث العلمي، طرابلس ، ليبيا 

 ملخــــــــــــــــص البحــــــــــــــــــث 
أدى الطلب المتزايد على أنظمة إنترنت الأشياء الذكية والمدركة للسياق إلى تسريع تطوير حلول التعلم الآلي لأغراض تحديد الموقع في  

ته الزمن الحقيقي. ويوفر نشر نماذج التعلم الآلي على أجهزة الحافة الموزعة والمحدودة الموارد فرصًا كبيرة، إلا أنه يطرح في الوقت ذا
مجموعة من التحديات الفريدة. تقدم هذه الورقة مراجعة منهجية ومقارنة للاستراتيجيات المستخدمة في تكييف وتصميم نماذج التعلم 

 الآلي بما يلائم نشرها على الأجهزة المضمنة ذات الموارد المحدودة

 https://jtr.cit.edu.ly  J Technol Res. 2026;4:73-92. 
“Articles published in J Technol Res are licensed under a Creative Commons 
Attribution-NonCommercial 4.0 International License.” 

https://orcid.org/0000-0002-2644-1985
https://orcid.org/0000-0001-9304-6590


   74

 J Technol Res. 2026;4:73-92.          https://jtr.cit.edu.ly 

ويركز هذا البحث على التعلم الآلي المصغر، بوصفه نهجًا يتيح تنفيذ نماذج التعلم الآلي باستهلاك فائق الانخفاض للطاقة على 
المتحكمات الدقيقة وأجهزة الاستشعار، كما يستعرض أوجه التكامل بينه وبين التعلم الاتحادي، الذي يتيح التدريب التعاوني للنماذج 

عبر أجهزة متعددة دون الحاجة إلى تجميع البيانات الحساسة في موقع مركزي. كذلك، نناقش استراتيجيات التدريب، وآليات النشر من  
 السحابة إلى الحافة، وتقنيات تحسين النماذج، وأبرز تطبيقات التعلم الآلي المصغر والتعلم الاتحادي في مجال تحديد الموقع 

كما يتم تحليل عدد من المزايا، من بينها المعالجة في الزمن الحقيقي، والحفاظ على الخصوصية، وكفاءة استهلاك الطاقة، إلى جانب 
ائمة التحديات المرتبطة بالقيود الحاسوبية، وقابلية التشغيل البيني، والثغرات الأمنية. وتختتم المقالة بتحديد الفجوات البحثية الق
 واستعراض الاتجاهات المستقبلية لدمج التعلم الآلي المصغر والتعلم الاتحادي ضمن أنظمة تحديد الموقع واسعة النطاق 

ع المواض وتحديدالطرفية، التعلّم الاتحادي، التعلّم الآلي المصغّر، التعلّم الآلي، التمركز  الحوسبةة: لالداالكلمات   

.

1. INTRODUCTION

The rapid proliferation of the Internet of Things 
(IoT) and edge computing has fundamentally 
transformed how data is generated, processed, 
and utilized in modern intelligent systems. As 
IoT deployments scale across domains such as 
smart cities, industrial automation, healthcare, 
and autonomous systems, there is an increasing 
demand for real-time, context-aware 
localization that operates reliably under 
stringent constraints of latency, energy 
consumption, and privacy.Traditional 
localization approaches often rely on 
centralized cloud-based machine learning (ML) 
pipelines, where raw sensor data is transmitted 
to remote servers for processing. While 
effective in high-resource environments, this 
paradigm introduces significant limitations, 
including communication latency, bandwidth 
overhead, and privacy risks associated with 
transmitting sensitive location data. These 
challenges are particularly pronounced in 
resource-constrained and privacy-sensitive IoT 
environments, where continuous connectivity 
cannot be guaranteed [11]. 

extremely limited computational and memory 
resources. TinyML facilitates low-power, real-
time inference at the edge, making it well suited 
for localization tasks in dynamic and 
connectivity-constrained environments [1,3]. 

Complementing this paradigm, Federated 
Learning (FL) introduces a decentralized 
training framework in which multiple devices 
collaboratively learn a shared global model 
without exchanging raw data. Instead, devices 
compute local updates and transmit only model 
parameters or gradients to a central aggregator. 
This approach not only reduces communication 
overhead but also enhances data privacy and 
regulatory compliance, making it particularly 
relevant for localization systems that handle 
sensitive geospatial information [2]. The 
integration of TinyML and Federated 
Learning—often referred to as Federated  
building scalable, privacy-preserving, and 
energy-efficient localization systems. By 
combining on-device inference with distributed 
collaborative learning, this paradigm enables 
intelligent decision-making directly at the edge 
while continuously improving model 
performance across heterogeneous 
environments. Despite the growing body of 
research in this area, existing studies are often 
fragmented across disciplines, focusing either 
on model optimization for edge deployment, 
federated learning protocols, or domain-specific 
localization techniques. A systematic and 

To address these limitations, recent advances in 
edge intelligence have enabled the deployment 
of machine learning models directly on end 
devices. In this context, Tiny Machine Learning 
(TinyML) has emerged as a key enabler for 
executing lightweight ML models on 
microcontrollers  and  embedded systems with  
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comparative synthesis of these developments is 
therefore necessary to provide a unified 
understanding of the design space, trade-offs, 
and open challenges. This paper presents a 
comprehensive review of TinyML and 
Federated Learning for localization in IoT 
systems. It examines training strategies, 
deployment pipelines, and application domains, 
while also addressing critical challenges such as 
resource constraints, data heterogeneity, 
communication efficiency, and regulatory 
compliance. Furthermore, the paper highlights 
emerging research directions, including 
hierarchical federated architectures and 
communication-efficient learning techniques 
tailored for edge-based 
localization.OVERVIEW OF TINYML AND 
FEDERATED LEARNING  TinyML refers to 
the deployment of ML models on extremely 
resource-constrained devices, typically with 
memory in the order of kilobytes and power 
consumption in microwatts. It involves 
techniques to shrink model size and 
computational requirements while maintaining 
acceptable performance. Federated Learning 
(FL), on the other hand, is a distributed ML 
approach where multiple devices 
collaboratively train a shared model under the 
orchestration of a central server. Instead of 
transmitting raw data, devices send model 
updates, preserving data privacy. The 
integration of FL with TinyML—often termed 
Federated TinyML—allows resource-limited 
devices to participate in collaborative learning, 
making it particularly suitable for IoT scenarios 
where devices are numerous and heterogeneous 
[3,4]. 
This combination is especially promising for 
localization tasks, as it leverages distributed 
sensing while addressing privacy and efficiency 
concerns. For example, in a network of IoT 
sensors, Federated Learning can aggregate local 
insights without exposing individual device 
data, enabling robust and privacy-preserving 
location estimation [5–7].modern cloud 
infrastructure may appear capable of handling 
vast data volumes, practical constraints such as 

cost, latency, and connectivity limitations often 
make centralized processing infeasible. Edge 
machine learning (Edge ML) addresses these 
challenges by enabling data processing directly 
at the source on devices located at the network’s 
periphery. This approach is essential for 
applications requiring low-latency responses, 
real-time predictions, or operation in 
environments with poor or non-existent cloud 
connectivity. Additionally, legal restrictions 
and the need to pre-process large datasets 
locally further justify the use of edge computing 
[8]. Edge ML—also referred to as edge artificial 
intelligence or edge AI—is defined as the 
execution of ML algorithms on edge devices to 
make decisions and predictions as close as 
possible to the data source [9]. This can be 
implemented in a distributed manner, forming 
the basis of distributed edge intelligence—a 
rapidly evolving research area that enables the 
deployment of machine learning and deep 
learning models near the point of data 
generation [10]. 

2. TRAINING STRATEGIES FOR EDGE

ML MODELS

As edge computing continues to reshape the 
landscape of intelligent systems, training 
machine learning models directly on or for edge 
devices has become a critical area of research 
and development. Unlike traditional cloud-
based workflows, edge ML training strategies 
must account for constraints such as limited 
memory, processing power, and energy 
availability—while still delivering accurate and 
timely predictions. 

This section explores three primary approaches 
to training edge ML models: on-device training, 
cloud-to-edge deployment, and federated 
learning. Each method offers distinct 
advantages and trade-offs in terms of 
scalability, security and privacy, latency, and 
resource efficiency, particularly in applications 
like IoT localization and real-time inference 
[12–14]. 
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2.1 On-Device Training 

Training ML models directly on edge devices, 
such as Raspberry Pi, smartphones, or 
embedded boards, is feasible but resource-
intensive. Devices like the Raspberry Pi 4 with 
at least 4 GB of RAM can handle lightweight 
training tasks. Performance can be boosted 
using hardware accelerators, including Google 
Coral USB, Intel Movidius Neural Compute 
Stick, or NVIDIA Jetson Nano. 
The software stack typically comprises 
Raspberry Pi OS or lightweight Linux 
distributions, with Python as the primary 
language owing to its versatility and extensive 
libraries. Popular frameworks include Tensor-
Flow Lite, PyTorch Mobile, Edge Impulse, and 
scikit-learn. 
For IoT localization, on-device ML facilitates 
rapid predictions by eliminating the need to 
transfer voluminous raw data over networks. 
Everyday objects like smartwatches, 
appliances, and vehicles can embed ML models 
to infer context or location autonomously. 
Figure 1 illustrates the implementation of ML 
on edge devices. 

However, training intricate models on 
constrained devices is inefficient. Simple 
models can be trained using lightweight 
frameworks, whereas complex ones are 
typically developed in the cloud or on powerful 
machines before optimization for edge 
deployment. Key optimization methods 
encompass quantization (e.g., int8 or float16), 
pruning, and knowledge distillation [15,16]. 
Optimized models are then converted to formats 
like TensorFlow Lite or ONNX for embedded 
compatibility [16]. 

The workflow generally includes: (1) data 
collection, (2) lightweight pre-processing, (3) 
training (on-device for simple models, 
offloaded for complex ones), and (4) 
deployment. Inference is supported by runtimes 
such as TensorFlow Lite Interpreter or ONNX 
Runtime, with remote monitoring for ongoing 
enhancements [17]. To improve efficiency, 
hybrid approaches combining local fine-tuning 
with global models are increasingly adopted 
[15].

Fig 1. Machine learning model implemented on an   edge device, adapted from [20].

Table 1. Hardware Comparison Between Microcontroller-Class TinyML Devices and Single-Board Computers (SBCs).
Feature Microcontrollers (TinyML) Single-Board Computers (SBCs)

Typical Hardware ARM Cortex-M, ESP32 Raspberry Pi, NVIDIA Jetson 

Memory (RAM) < 1 MB (typically 64–512 KB) 1–32 GB 

Software Stack Bare-metal or RTOS (e.g., FreeRTOS) Full operating system (e.g., Linux) 

On-Device Training Capability Not feasible; limited to inference 
or minimal online updates 

Feasible for lightweight training and fine-
tuning; full training possible with constraints 

Primary ML Role Inference (TinyML models) Training, fine-tuning, and inference 
Federated Learning Role Client (inference + lightweight updates) Client or aggregator (training and 

coordination) 
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3.1.1 Hardware-Aware Distinction in Edge 

ML for Localization 

In the context of edge-based machine learning, 
a critical distinction often overlooked in 
existing literature exists between 
microcontroller-class TinyML devices and 
more capable Single-Board Computers (SBCs). 

As shown in Table 1, these device classes differ 
substantially in memory, compute, and energy 
availability, which directly dictates the 
feasibility of on-device training [62].  

This hardware heterogeneity has direct 
implications for FL in localization. 
Microcontroller-based nodes are typically 
limited to inference and minimal local updates, 
whereas more capable edge devices or gate-
ways can perform local training and 
aggregation, enabling hierarchical FL 
architectures. Recognizing these distinctions is 
therefore critical for designing realistic, 
scalable, and energy-efficient TinyML–FL 
localization systems. 

3.2 Cloud-to-Edge Deployment 

A prevalent strategy is the cloud-to-edge 
pipeline, where training occurs on robust cloud 
infrastructure, and optimized models are 
deployed to edge devices. Platforms like 
Databricks, Google Cloud AI, AWS 
SageMaker, and Microsoft Azure offer GPUs 
and TPUs for scalable training [18]. 

Edge-collected data undergoes cloud-based pre-
processing, including normalization, 
augmentation, and filtering. Training employs 
frameworks like TensorFlow, PyTorch, or 
Keras [17]. Subsequently, optimizations such as 
pruning and distillation minimize model 
complexity without substantial accuracy loss 
[17]. Models are converted to edge-friendly 
formats like TensorFlow Lite, ONNX, or 
TensorRT [19]. Figure 2 demonstrates the 
deployment of ML model at the edge. 

Deployment leverages interpreters like 
TensorFlow Lite or PyTorch Mobile, 

augmented by accelerators such as Coral USB 
or Jetson Nano. This approach harmonizes 
scalability with efficiency, delivering potent 
training capabilities alongside low-latency edge 
inference. Exemplary applications include on-
camera object detection for surveillance, 
predictive maintenance in industrial IoT, and 
real-time speech recognition in voice assistants 
[21]. Enhancements in this area include 
automated model conversion tools to streamline 
the deployment process. 

Fig 2. Cloud-based training with optimized edge 
deployment, adapted from [20]. 

3.3 Federated Learning Approaches 

Federated Learning enables collaborative 
training across edge devices without 
centralizing data. In localization contexts, 
devices can aggregate insights from local RF 
signals or sensor data to build global models 
[24]. 
This is particularly advantageous for TinyML, 
as it distributes computational load and 
enhances model robustness through diverse data 
sources [20]. 
FL workflows involve local training on devices, 
followed by aggregation of model updates on a 
central server. Techniques like FedAvg 
(Federated Averaging) are commonly used 
[22]. For resource-constrained settings, 
optimizations such as secure aggregation and 
differential privacy are integrated to bolster 
security and efficiency [23]. Recent 
advancements include personalized FL, where 
models are adapted to individual device 
contexts for better performance [24]. 
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3. APPLICATIONS OF TINYML AND FL

IN LOCALIZATION

The convergence of TinyML and Federated 
Learning (FL) has enabled a new class of 
intelligent localization systems capable of 
operating in constrained environments where 
power, latency, and privacy are critical [4]. By 
shifting computation to the edge and enabling 
collaborative learning across devices, these 
technologies support a wide range of 
applications—from smart homes to industrial 
automation—without relying on centralized 
infrastructure [25]. Below, we explore key use 
cases with expanded examples and supporting 
research [3]. Recent studies have demonstrated 
the effectiveness of TinyML and FL in 
localization tasks. Avellaneda et al. [32] 
proposed a deep learning-based TinyML 
solution for indoor asset tracking, achieving 
94% accuracy after post-processing. M´endez et 
al. [28] compared Wi-Fi RSSI and CSI 
fingerprinting, showing that CSI outperformed 
RSSI by 5–6% in single-sample classification 
and over 50% in time-series scenarios. 
Emerging research also explores the integration 
of TinyML and FL with 5G networks, enabling 
ultra-low-latency and high-precision 
localization through edge-native architectures 
and enhanced spectrum sensing [33]. Some 
applications covered by the literature are 
presented below. 

4.1 Zone Classification 

TinyML models can classify physical zones 
(e.g., kitchen, living room, office) using 
ambient wireless signals such as Wi-Fi RSSI, 
Bluetooth Low Energy (BLE), or generic RF 
patterns [26, 27]. This enhances context 
awareness in smart environments, allowing 
systems to adapt behaviour based on user 
location. For instance, entering a kitchen could 
trigger recipe suggestions on a smart display, 
while presence in a bedroom might activate 
sleep mode on connected devices. FL enables 
these models to be trained across multiple 
homes without compromising user privacy, 

improving generalization across diverse layouts 
and signal conditions [28]. 

4.2 Activity-Based Localization 

TinyML can leverage inertial measurement unit 
(IMU) data to infer user activities and 
movement patterns, such as walking, climbing 
stairs, or standing still [29]. These insights 
support pedestrian dead reckoning and indoor 
navigation, particularly in fitness tracking and 
elderly care applications [4]. FL allows models 
to adapt to individual gait patterns and device 
placements, improving accuracy over time 
without centralized data collection [3]. 

4.3 RF Fingerprinting 

RF fingerprinting enables anchor-free 
localization by learning unique signal 
characteristics at different locations. TinyML 
models can be trained to recognize these 
patterns using Wi-Fi RSSI, Channel State 
Information (CSI), or BLE signals, eliminating 
the need for fixed infrastructure [28, 30]. FL 
enhances this approach by aggregating 
fingerprints from multiple devices, allowing the 
system to adapt to environmental changes such 
as furniture rearrangement or signal 
interference [4]. This is especially useful in 
dynamic public spaces like airports, shopping 
malls, or exhibition centers [3]. 

4.4 Asset Tracking 

TinyML-powered asset trackers can monitor the 
location of equipment, inventory, or medical 
devices in real time using wireless signals [25, 
28]. In industrial settings, this supports logistics 
optimization, predictive maintenance, and theft 
prevention [4]. FL enables collaborative 
learning across devices deployed in different 
zones, allowing the system to adapt to layout 
changes, signal obstructions, or usage patterns 
[3]. 

4.5 Seamless Indoor–Outdoor Positioning 

Combining GNSS (e.g., GPS), Ultra-Wideband 
(UWB), Wi-Fi, and IMU data with TinyML 

   78 Akpojoto Siemuri &  Mohammed Elmusrati 

 J Technol Res. 2026;4:73-92.          https://jtr.cit.edu.ly 



allows devices to maintain accurate positioning 
across indoor and outdoor environments [25, 
31]. TinyML models can detect transitions 
between signal domains and adjust inference 
strategies accordingly [3]. FL supports the 
fusion of data from multiple users and devices, 
refining global positioning models and 
improving accuracy in challenging 
environments such as urban canyons, 
underground facilities, or multi-level buildings 
[4]. 

4.6 Sensor Modalities for TinyML and 

Federated Learning-Based Localization 

The effectiveness of the above localization 
approaches is strongly influenced by the 
underlying sensing modalities. Therefore, a 
comparative analysis of commonly used sensor 
technologies is presented in this subsection. 
Different sensing modalities used in 
localization systems exhibit distinct trade-offs 
in terms of accuracy, power consumption, and 
suitability for deployment on resource-
constrained edge devices. In the context of 
TinyML and federated learning (FL), these 
trade-offs become even more critical, as models 
must operate under strict memory and energy 

constraints while supporting distributed 
training. Table 2 provides a comparative 
overview of common localization modalities, 
including Wi-Fi RSSI, channel state 
information (CSI), Bluetooth Low Energy 
(BLE), ultra-wideband (UWB), and inertial 
measurement units (IMU), highlighting their 
suitability for TinyML and FL-based systems 
[60,62]. 
Wi-Fi RSSI and BLE-based approaches are 
widely adopted due to their low power 
consumption and compatibility with 
lightweight models, making them well suited 
for TinyML deployment [63,64]. In contrast, 
CSI and UWB-based methods offer higher 
localization accuracy but require increased 
computational resources and more complex 
signal processing pipelines, which may limit 
their applicability on microcontroller-class 
devices [64, 66]. IMU-based approaches, while 
energy-efficient, suffer from drift over time, 
often requiring sensor fusion or periodic 
correction [65]. These differences highlight the 
importance of selecting sensing modalities 
based on system constraints and application 
requirements. 

Table 2. Comparison of Sensor Modalities for TinyML and Federated Learning-Based Localization under 
Accuracy, Power, and Privacy Constraints.

Modality Accuracy Power TinyML Suitability FL Suitability Privacy

Wi-Fi -RSSI Medium Low High High Moderate (location 
inference risk) 

Wi-Fi -CSI High Medium Moderate High Low–Moderate (fine-
grained signal leakage) 

BLE Medium Very 
Low 

High High Moderate–High (coarse 
proximity data) 

UWB Very High Medium Moderate High 
Low (precise tracking 
risk) 

IMU Medium 
(drift-prone) 

Very 
Low High High High (no external signal 

exposure) 

In addition to accuracy and energy 
considerations, privacy implications vary 
significantly across sensing modalities, with 
externally observable signals (e.g., Wi-Fi and 

UWB) posing higher localization inference 
risks compared to self-contained sensing such 
as IMU. 
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4. BENEFITS OF TINYML AND FL IN

LOCALIZATION

The integration of TinyML and FL presents a 
transformative approach to localization, 
particularly in resource-constrained and 
privacy-sensitive environments [4,25]. Their 
combined strengths enable intelligent, 
distributed decision-making at the edge, 
offering a range of benefits: 

• Low Power Consumption: TinyML
models are optimized for ultra-low-power 
devices, allowing inference to run on 
microcontrollers and sensors with minimal 
energy usage [21]. This is crucial for battery-
operated IoT devices deployed in remote or 
mobile settings, where frequent recharging or 
replacement is impractical. 
• Real-Time Processing: By performing
inference locally, edge devices can make
immediate decisions without waiting for cloud
responses [3]. This is essential for time-critical
localization tasks such as autonomous vehicle
navigation, drone flight control, or emergency
response coordination.
• Reduced Latency: Eliminating the
need to transmit raw data to centralized servers
significantly reduces communication delays
[32]. In localization, this translates to faster
position updates and smoother tracking,
especially in dynamic environments like smart
cities or industrial automation.
• Privacy and Security: FL ensures that
sensitive location data remains on-device, with
only model updates shared during training [22].
This decentralized approach aligns with data
protection regulations such as GDPR and
enhances user trust in systems that handle
personal or geospatial information.
• Robustness in GNSS-Denied Areas: In
environments where GNSS signals are weak or
unavailable—such as indoors, underground, or
in urban canyons—TinyML can leverage sensor
fusion (e.g., IMU, Wi-Fi, BLE) to maintain
accurate localization [31]. FL further

strengthens this by aggregating diverse data 
sources across devices [4]. 
• Adaptive Learning: FL enables models
to continuously learn from local conditions
without centralized retraining [24]. This
adaptability is vital for localization systems
operating in changing environments, such as
seasonal variations, infrastructure updates, or
evolving user behaviour.
• Scalability: As the number of edge
devices grows, FL scales naturally by
distributing computation and learning across the
network [33]. This decentralized architecture
supports large-scale deployments in smart
homes, logistics networks, and environmental
monitoring systems, without overwhelming
central infrastructure.

Collectively, these benefits position TinyML 
and FL as a powerful combination for building 
efficient, secure, and context-aware localization 
systems. Their adoption not only enhances 
technical performance but also reduces 
infrastructure costs and regulatory risks, 
making them ideal for next-generation IoT 
applications. 

5.1 Advances in domain-specific federated 

learning (FL) for localization 

Recent advances in domain-specific federated 
learning (FL) for localization have focused on 
architectures tailored to wireless signal 
characteristics and spatial inference tasks. For 
instance, hierarchical deep neural network 
(DNN) models for Wi-Fi RSSI-based 
localization leverage multi-level feature 
extraction to improve robustness across 
heterogeneous indoor environments, while 
maintaining compatibility with federated 
training paradigms [60]. In parallel, split and 
encoder–decoder-based FL approaches, such as 
FedWiLoc, decompose localization models into 
shared feature extractors and task-specific 
decoders, enabling efficient collaboration while 
preserving device-level personalization [61]. 

   80 Akpojoto Siemuri &  Mohammed Elmusrati 

 J Technol Res. 2026;4:73-92.          https://jtr.cit.edu.ly 



Comparatively, hierarchical DNN-based 
methods emphasize spatial feature learning and 
scalability across environments, whereas 
encoder–decoder FL frameworks prioritize 
model modularity and communication 
efficiency by limiting shared parameters. These 
approaches highlight a broader trend toward 
architecture-aware FL design, where model 
structure is explicitly adapted to the constraints 
and objectives of localization systems. 

5.2 Benchmarking of TinyML and Federated 

Learning for Localization 

This section provides a consolidated 
comparison of representative studies in TinyML 
and federated learning for localization. This 
section consolidates reported performance 
metrics from representative studies cited in this 
paper. 
To systematically connect communication-
efficient and heterogeneity-aware federated 
learning (FL) to edge-based localization, Table 
3 summarizes representative methods with 
respect to their communication reduction 
capabilities, computational cost, ability to 
handle device heterogeneity, and overall 
suitability for edge deployment. These 
dimensions are critical in IoT localization 
scenarios, where devices operate under strict 
bandwidth, energy, and hardware constraints, 
and where frequent model updates are required 
to adapt to dynamic environments. 
As shown in Table 3, communication-efficient 
FL methods primarily rely on compression and 
sparsification techniques to reduce the overhead 
of model updates. Approaches such as 
FedSparQ and TEASQ-Fed achieve substantial 
communication savings while maintaining 
acceptable computational complexity, making 
them well suited for resource-constrained edge 
devices. In contrast, over-the-air aggregation 
methods, such as AirComp FL [58], 
significantly reduce latency and bandwidth 

usage by exploiting the wireless medium, 
although they offer limited flexibility in 
handling heterogeneous data and device 
capabilities. 
Notably, methods such as TIFeD and 
hierarchical FL explicitly address system 
heterogeneity, which is a defining characteristic 
of real-world IoT deployments. While these 
approaches may introduce additional 
coordination or structural complexity, they 
enable more robust and scalable training across 
diverse devices. Overall, the results highlight a 
fundamental trade-off between communication 
efficiency, computational over-head, and 
adaptability to heterogeneous environments, 
underscoring the need for carefully selecting FL 
strategies based on the target localization 
application and deployment constraints. 
Table 4 consolidates reported performance 
metrics from representative studies cited in this 
paper. The comparison focuses on key 
deployment-oriented indicators, including 
model size, inference latency, and energy 
consumption, which are critical for TinyML-
based localization in resource-constrained 
environments. Where exact values are not 
explicitly reported, ranges or qualitative 
estimates are provided based on the described 
system configurations. 
As shown in Table 4, TinyML-based 
approaches achieve significantly lower latency 
and energy consumption compared to 
conventional edge or cloud-based models, often 
operating within sub-100 ms inference times 
and sub-megabyte model sizes. However, this 
efficiency comes at the cost of reduced model 
capacity, which may impact localization 
accuracy in complex environments. Federated 
learning-based approaches mitigate this 
limitation by enabling collaborative model 
improvement, although they introduce 
additional communication overhead. 
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Table 3. Benchmark Comparison of Communication-Efficient Federated Learning Methods for Edge Systems.
Method Key 

Technique 

Communication 

Reduction 

Computation 

Cost 

Heterogeneity 

Handling 

Edge Suitability 

Quantized 
Compressed 
Sensing [55] 

Gradient 
compression + 
reconstruction 

High Moderate Limited Suitable for 
bandwidth-
constrained IoT 

FedSparQ [56] Sparse + 
quantized 
updates with 
error feedback 

Very High Low-Moderate Moderate Highly suitable 
for edge devices 

TEASQ-Fed 
[57] 

Adaptive 
quantization + 
sparsification 

High Moderate Moderate Suitable for 
heterogeneous 
TinyML systems 

AirComp FL 
[58] 

Over-the-air 
aggregation 

Extremely High Low (per 
device) 

Limited Ideal for dense 
wireless IoT 

TIFeD [59] Integer-only 
training + 
feedback 
alignment 

Moderate Very Low High Suitable for 
microcontroller- 
class TinyML 

Hierarchical FL 
(Localization) 
[61] 

Multi-level 
aggregation 

High Moderate High Scalable for large 
IoT deployments 

Table 4. Benchmark Summary of TinyML-Based Localization Approaches from Reviewed Literature 
Study Modality Model Accuracy Model Size Latency Energy

Avellaneda et 
al.  [32] 

IMU / RF TinyML 
DNN 

∼85–90% < 300 KB < 50 ms Low 

Suwannaphong 
et al. [26 

Wi-Fi RSSI 
/ 
CSI 

Quantized 
Transformer 

∼88–92% < 500 KB 
(optimized) 

< 100 ms Low 

Liu [31] UWB +
IMU 

Sensor fusion 
ML 

< 30 cm 
error 

∼1 MB Low Medium 

Bregar et al. 
[48] 

Wi-Fi RSSI CNN ∼80–90% ∼1 MB Moderate Moderate 

Roy et al. [64] RSSI vs 
CSI 

TinyML 
CNN 

CSI > RSSI < 500 KB Low Low 

Zamzam et al. 
[63] 

Wi-Fi / 
BLE 

ML models Comparable 
accuracy 

Not reported BLE < Wi- 
Fi latency 

Low 

AlHajri et al. 
[60] 

RF signals Transfer 
learning 
DNN 

80–88% Not reported Moderate Moderate 

Heydari et al. 
[62] 

Multi-
modal 

TinyML 
(CNN/RNN) 

70–90% < 500 KB < 100 ms Low 

5. CHALLENGES OF TINYML AND FL

IN LOCALIZATION

Despite their transformative potential, the 
deployment of TinyML and Federated Learning 

(FL) in localization systems faces several 
technical and operational challenges. These 
limitations stem from the inherent constraints of 
edge devices, fragmented development 
ecosystems, and evolving regulatory 

   82 Akpojoto Siemuri &  Mohammed Elmusrati 

 J Technol Res. 2026;4:73-92.          https://jtr.cit.edu.ly 



landscapes. To promote practical adoption, this 
section outlines key challenges along with 
mitigation strategies that address both 
engineering and compliance concerns. 
• Limited Computational Resources:

Edge devices often operate with constrained 
memory, processing power, and energy budgets 
[21]. Running complex models or performing 
frequent updates can overwhelm these systems. 
Mitigation includes model compression 
techniques such as quantization, pruning, and 
knowledge distillation. 
• Heterogeneous Hardware and Data:

Devices differ in architecture, sensor quality, 
and environmental conditions, leading to 
inconsistent data distributions [24]. FL must 
account for non-IID (non-independent and 
identically distributed) data and device 
heterogeneity through personalized models and 
adaptive aggregation strategies. 
• Communication Overhead: FL 
requires periodic transmission of model 
updates, which can strain bandwidth and battery 
life, especially in mobile or remote deployments 
[22]. Solutions include update sparsification, 
asynchronous communication, and federated 
dropout. 
• Privacy and Security Risks: Although
FL avoids raw data sharing, model updates can
still leak sensitive information [23]. Techniques
like secure aggregation, differential privacy,
and homomorphic encryption help mitigate
these risks.
• Lack of Standardization: The TinyML
and FL ecosystems are fragmented, with diverse
frameworks, protocols, and deployment
pipelines [33]. This complicates integration and
scalability. Emerging standards and cross-
platform toolkits aim to unify development
practices.
• Regulatory Compliance: Localization
systems must adhere to data protection laws
such as GDPR, especially when handling
geospatial or biometric data [25]. FL supports
compliance by keeping data local, but
auditability and transparency remain critical.

• Model Drift and Environmental

Dynamics: Changing layouts, signal
interference, and user behaviour can degrade 
model performance over time [4]. Continuous 
learning and federated adaptation mechanisms 
help maintain accuracy in dynamic settings. 

5.1 Computational and Memory Limitations 

Edge devices such as microcontrollers and 
embedded sensors often operate with limited 
memory, processing power, and storage 
capacity [21]. These constraints restrict the 
deployment of large or complex machine 
learning models, which are typically designed 
for cloud-scale environments. Optimization 
techniques such as quantization (e.g., int8 or 
float16), pruning, and knowledge distillation 
are essential to reduce model size and 
computational load. However, these techniques 
may introduce trade-offs between efficiency 
and accuracy, particularly in high-precision 
localization tasks [3]. 
Mitigation: Employ model compression 
frameworks such as the TensorFlow Model 
Optimization Toolkit [34] to systematically 
reduce model complexity while preserving 
performance. Lightweight architectures like 
MobileNet and Tiny-YOLO can also be adapted 
for localization use cases [33]. 

5.2 Energy Management 

Battery-operated edge devices must balance 
computational demands with energy efficiency 
to ensure longterm usability, especially in 
remote or mobile deployments [21, 25]. High-
frequency inference or continuous data 
collection can rapidly deplete power reserves, 
limiting the practicality of real-time localization 
[33]. 
Mitigation: Implement energy-aware 
techniques such as dynamic voltage and 
frequency scaling (DVFS), duty cycling, and 
event-triggered inference [3]. These strategies 
reduce power consumption by adjusting 
processing intensity based on contextual needs. 
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5.3 Toolchain and Standardization Issues 

The edge ML ecosystem is fragmented, with a 
wide variety of hardware platforms, operating 
systems, and machine learning frameworks 
[33]. This diversity complicates model 
portability, integration, and maintenance across 
devices. Developers often face compatibility 
issues when deploying models trained in one 
environment to another [25]. 
Mitigation: Adopt open standards such as 
ONNX (Open Neural Network Exchange) to 
facilitate cross-platform model interoperability 
[35]. Frameworks like TensorFlow Lite and 
PyTorch Mobile also support deployment 
across heterogeneous edge environments [34]. 

5.4 Communication-Efficient and 

Heterogeneity-Aware Federated Learning for 

Edge Localization 

Federated Learning (FL) has emerged as a 
promising paradigm for collaborative model 
training across distributed edge devices while 
preserving data privacy. However, its direct 
application to localization in IoT environments 
introduces two fundamental challenges: 
communication overhead and system 
heterogeneity. These challenges are particularly 
critical in edge-based localization systems, 
where devices operate under strict constraints 
on bandwidth, energy, and computational 
resources. 

5.4.1 Communication Efficiency in Federated 

Learning 

In conventional FL frameworks such as 
FedAvg, devices periodically transmit model 
updates to a central server for aggregation. 
While effective in homogeneous and high-
bandwidth settings, this approach becomes 
impractical in large-scale IoT deployments due 
to: 
• Limited uplink bandwidth
• Energy constraints of battery-powered
devices
• High communication frequency in
dynamic localization tasks

To address these limitations, communication-
efficient FL techniques have been proposed, 
focusing on reducing the size and frequency of 
transmitted updates. 
Mitigations: 

Gradient Compression and Sparsification 

Gradient compression techniques reduce 
communication cost by transmitting only a 
subset of model updates or by encoding them in 
a compact form. Methods such as FedSparQ 
employ sparsification strategies combined with 
quantization to significantly reduce 
communication payload while preserving 
convergence properties [56]. In addition, 
quantized compressed sensing approaches have 
been shown to further improve communication 
efficiency by enabling accurate gradient 
reconstruction from compressed updates [55]. 
These approaches are particularly beneficial in 
localization tasks where frequent updates are 
required to adapt to environmental changes. 

Quantization-Aware Federated Learning 

Quantization techniques reduce the precision of 
model parameters (e.g., from 32-bit floating 
point to 8-bit integers), thereby lowering 
transmission size and memory footprint. 
Advanced methods such as TEASQ-Fed 
integrate task-adaptive quantization strategies 
into the federated training loop, dynamically 
adjusting precision levels based on device 
capabilities and task requirements [57]. This is 
especially relevant for TinyML-based 
localization, where models must fit within strict 
memory budgets. 

Over-the-Air Aggregation 

Over-the-air computation (AirComp) 
techniques, such as AirComp-based federated 
learning [58], exploit the superposition property 
of wireless channels to aggregate model updates 
directly in the air. This eliminates the need for 
sequential communication with individual 
devices, significantly reducing latency and 
band-width usage. In dense IoT localization 
scenarios—such as smart buildings or industrial 
environments—this approach enables scalable 
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and low-latency model aggregation. Hybrid 
approaches, such as TCS-H (Time-Correlated 
Sparsification with Hierarchical aggregation), 
further enhance communication efficiency 
through sparsification and hierarchical 
coordination. 

5.4.2 Implications for Localization Systems 

The integration of communication-efficient and 
heterogeneity-aware FL techniques is essential 
for enabling  
scalable and adaptive localization systems. 
Specifically: 

• Dynamic environments (e.g., indoor
localization with changing layouts) benefit from
frequent but lightweight updates enabled by
compression and quantization.
• Large-scale deployments (e.g., smart
cities, industrial IoT) require hierarchical and
over-the-air aggregation to maintain scalability.
• Multi-modal localization systems (e.g.,
combining IMU, Wi-Fi, and UWB) demand 
heterogeneity-aware learning to accommodate 
diverse data characteristics. 

By systematically incorporating these 
techniques, federated TinyML systems can 
achieve a balance between communication 
efficiency, model accuracy, and energy 
consumption, which is critical for real-world 
edge localization applications. 

5.5 Heterogeneity and Convergence in 

Federated Learning 

One of the fundamental challenges in FL is the 
heterogeneity of data across participating 
devices. In real-world localization scenarios, 
each edge device may collect data from vastly 
different environments—urban vs. rural, indoor 
vs. outdoor, or static vs. mobile contexts. This 
leads to non-independent and identically 
distributed (non-IID) data, which complicates 
model convergence and can degrade overall 
performance [22, 24]. 

Moreover, communication overheads pose 
additional barriers. Frequent synchronization 
between devices and the central server can be 
costly in terms of bandwidth and energy, 
especially in large-scale deployments [41]. 
These issues are exacerbated when devices 
operate asynchronously or intermittently due to 
connectivity constraints [23]. 
Mitigation: To address data heterogeneity, 
algorithms such as FedProx have been 
developed to improve convergence by 
introducing a proximal term that stabilizes local 
updates [42]. Additionally, communication-
efficient FL techniques such as gradient 
sparsification, quantized updates, and over-the-
air aggregation have been proposed to mitigate 
bandwidth and energy constraints in edge 
environments. These techniques can be 
particularly valuable in localization systems 
where devices vary in capability, connectivity, 
and data quality. 

5.5.1 Heterogeneity-Aware Federated 

Learning 

Edge localization systems are inherently 
heterogeneous, with variations in: 

• Device hardware (microcontrollers vs.
edge GPUs)
• Sensor modalities (RSSI, CSI, IMU,
UWB)
• Data distributions (non-IID 
environments) 

Such heterogeneity can degrade model 
convergence and performance in standard FL 
frameworks. 

Personalization and Adaptive Aggregation 

To address non-IID data distributions, 
personalized FL approaches allow devices to 
maintain partially customized models. 
Techniques such as adaptive weighting and 
clustering-based aggregation improve model 
generalization across diverse environments, 
which is crucial for localization tasks spanning 
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different physical layouts and signal conditions 
[59]. 

Hierarchical Federated Learning 

Hierarchical FL (HFL) introduces intermediate 
aggregation layers such as edge gateways or 
cluster heads between devices and the central 
server [52,53]. This architecture offers several 
advantages: 

• Reduces communication frequency and
bandwidth usage
• Enables localized model adaptation
within clusters
• Improves scalability in large
deployments

In localization systems, HFL is particularly 
effective when devices are naturally grouped 
(e.g., rooms, floors, or buildings), allowing 
models to capture spatially correlated patterns 
while still contributing to a global model. 

5.6 Accuracy–Efficiency Trade-offs and 

Hierarchical Federated Learning 

Architectures 

Ultra-low-power edge devices employed in 
TinyML deployments impose strict constraints 
on memory, computational capacity, and energy 
consumption. These constraints necessitate the 
use of model compression and quantization 
techniques to enable on-device inference while 
maintaining acceptable performance levels 
[44,45]. 
Post-training quantization, particularly the 
conversion from floating-point to 8-bit integer 
representations, typically results in a modest 
reduction in model accuracy, often in the range 
of 1–3% for classification tasks, while yielding 
substantial improvements in memory footprint, 
inference latency, and energy efficiency 
[44,46]. However, more aggressive 
optimization strategies—such as structured 
pruning, mixed-precision quantization, or 
extreme model compression—can introduce 
larger accuracy degradation. This effect is 

especially pronounced in regression-based 
localization models, where small numerical 
perturbations may propagate nonlinearly and 
lead to meter-level positioning errors [47–49]. 
Quantization-aware training (QAT) partially 
mitigates these effects by incorporating 
quantization noise during training, thereby 
improving robustness compared to post-training 
quantization alone [46]. 
Federated learning (FL) has emerged as a 
promising paradigm for collaborative model 
training across distributed edge devices while 
preserving data privacy by keeping raw data 
localized [50, 51]. Despite its advantages, 
conventional FL approaches such as FedAvg 
incur significant communication overhead due  
to frequent global model aggregation, which 
becomes a scalability bottleneck in dense IoT 
localization deployments [50]. 
Hierarchical federated learning (HFL) 
architectures address this limitation by 
introducing intermediate aggregation layers, 
such as edge gateways or cluster heads, between 
local devices and the central server [52,53]. By 
aggregating local updates at intermediate nodes 
before forwarding them upstream, HFL 
significantly reduces communication frequency 
and bandwidth requirements while preserving 
convergence stability. This hierarchical 
paradigm is particularly well suited for large-
scale IoT localization systems, where devices 
exhibit heterogeneous computational resources, 
non-identically distributed data, and 
intermittent connectivity [51, 53]. 
From a regulatory perspective, the combination 
of on-device TinyML and hierarchical FL aligns 
well with the principles of the EU AI Act, 
including data minimization, robustness, and 
accountability. By reducing centralized data 
exposure and enabling localized risk 
management, these architectures support the 
development of trustworthy and compliant AI-
enabled localization systems [54]. Overall, 
balancing accuracy degradation introduced by 
TinyML optimizations with communication-
efficient hierarchical learning architectures 
remains a critical research direction for 
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scalable, privacy-preserving, and energy-
efficient localization in future IoT systems. 

5.7 Security and Privacy Vulnerabilities 

Edge-deployed machine learning models are 
inherently exposed to security threats due to 
their decentralized nature and limited 
computational safeguards [22, 23]. Common 
vulnerabilities include adversarial attacks, 
model inversion, and data extraction. Federated 
Learning, while designed to preserve privacy by 
avoiding raw data transmission, introduces new 
risks such as model poisoning and gradient 
leakage [24]. 
In the context of the EU AI Act which enforces 
strict requirements for high-risk AI systems, 
including transparency, robustness, and 
cybersecurity [37,38], addressing these 
vulnerabilities is both a technical and legal 
imperative [36]. The Act emphasizes privacy-

by-design, accountability, and risk mitigation, 
particularly for systems involved in sensitive 
tasks like localization [39,40]. 
Mitigation: Integrate advanced privacy-
preserving techniques such as homomorphic 
encryption to enable secure computation on 
encrypted data, and federated differential 
privacy to protect individual data contributions 
during collaborative training [23]. These 
methods align with the EU AI Act’s provisions 
on data governance and system resilience. Table 
5 summarizes key mitigation techniques and 
maps them to relevant articles of the EU AI Act 
[37,40]. 
Figure 3 presents a comprehensive ethical 
framework that incorporates transparency, 
accountability, and human-centric principles 
into AI system development [43]. The figure 
illustrates how existing risks (dashed lines on 
the left) should be addressed and replaced by 
essential requirements (solid lines on the right).

Table 5. Security and Privacy Mitigation Techniques in Compliance with the EU AI Act.
Mitigation Technique Description Relevant EU AI Act Provision 

Homomorphic Encryption Enables computation on encrypted 
data without decryption, 
preserving confidentiality during 
model training and inference. 

Article 15: Robustness and 
Accuracy 

Federated Differential Privacy Adds noise to local model updates 
to prevent leakage of individual 
data points during aggregation. 

Article 10: Data Governance 

Secure Aggregation Protocols Ensures that model updates from 
multiple clients are aggregated 
securely without exposing 
individual contributions. 

Article 9: Risk Management 
System 

Adversarial Robustness Testing Evaluates model resilience against 
adversarial inputs and poisoning. 
attacks. 

Article 15: Robustness and 
Accuracy 

Model Explainability Tools Enhances transparency by making 
model decisions interpretable to 
users and auditors. 

Article 13: Transparency 

Access Control and Audit Logging Restricts unauthorized access and 
tracks system interactions to 
ensure accountability. 

Article 14: Human Oversight 
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Fig 3. Human-centric AI, adapted from [43]. 

To ensure that AI systems contribute positively 
to society, it is important to embed ethical 
guidelines throughout the AI lifecycle—from 
problem formulation and data collection to 
deployment and monitoring. This includes 
promoting transparency, implementing 
fairness-aware algorithms, safeguarding user 
privacy, and establishing clear accountability 
for outcomes generated by AI systems. 

6. CONCLUSION

The convergence of TinyML and Federated 
Learning (FL) represents a significant 
advancement in the design and deployment of 
localization systems, enabling intelligent, 
privacy-aware, and energy-efficient processing 
directly on edge devices. This paradigm 
supports scalable and adaptive localization 
solutions across a wide range of application 
domains, including smart cities, industrial IoT, 
and context-aware environments. 
This survey has examined key localization 
applications, such as RF fingerprinting, asset 
tracking, and seamless indoor–outdoor 
positioning, demonstrating how the integration 
of TinyML and FL enhances both performance 
and deployment feasibility. In addition, the 
paper has analyzed critical challenges, 
including resource limitations, system and data 
heterogeneity, and regulatory considerations, 
particularly in the context of privacy-preserving 
and human-centric AI frameworks. 
Overall, the findings underscore that while 
TinyML and FL offer substantial benefits for 
decentralized localization, their practical 
realization requires careful co-design of 

models, communication strategies, and system 
architectures to balance accuracy, efficiency, 
and scalability. 

7. FUTURE RESEARCH DIRECTIONS

Future research should further investigate the 
integration of TinyML and Federated Learning 
(FL) for RF fingerprinting-based localization, 
particularly in the context of ultra-low-cost IoT 
devices. In such settings, devices can perform 
lightweight feature extraction from RSSI or CSI 
measurements and collaboratively contribute to 
global model updates through federated 
optimization [4,25,28]. This approach offers 
significant potential in terms of scalability, 
energy efficiency, robustness to environmental 
dynamics, and inherent privacy preservation. 
Despite these advantages, several open 
challenges remain. Communication overhead 
continues to be a critical bottleneck, especially 
in large-scale deployments with frequent model 
updates. In addition, the presence of non-IID 
data across devices and the need for robust 
security mechanisms introduce further 
complexity in real-world scenarios [24,41]. 
Addressing these issues requires the 
development of more adaptive and 
communication-efficient FL strategies tailored 
to resource-constrained environments. 
Emerging directions include the exploration of 
hierarchical and hybrid FL architectures, 
advanced aggregation techniques, and tighter 
integration with next-generation edge hardware 
platforms [3]. Furthermore, enhancing system 
resilience through quantum-resistant security 
mechanisms [38] and leveraging automated, 
AI-driven optimization for TinyML models 
[33] represent promising avenues for improving
both performance and reliability.
Looking ahead, the co-design of federated
learning algorithms, TinyML model
architectures, and edge system constraints will
be essential to enable truly adaptive and
scalable localization systems. Such advances
will play a central role in supporting the next
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generation of context-aware, privacy-
preserving, and intelligent IoT applications. 
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